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Legal Notice

While all attempts have been made to verify information provided in this publication,
neither the author nor the publisher assumes any responsibility for errors, omissions
or contradictory interpretation of the subject matter herein.

This publication is not intended to be used as a source of binding technical,
technological, legal or accounting advice.

Please remember that the information contained may be subject to varying state
and/or local laws or regulations that may apply to the user’s particular practice.

The purchaser or reader of this publication assumes responsibility for the use of
these materials and information.

Adherence to all applicable laws and regulations, both federal, state, and local,
governing professional licensing, business practices, advertising and any other
aspects of doing business in the US or any other jurisdiction is the sole
responsibility of the purchaser or reader.

Nnigma Inc. assumes no responsibility or liability whatsoever on behalf of any
purchaser or reader of these materials.

Windows 10, Windows 9, Windows 8.1, Windows 8.1 Update 1, Windows 8,
Windows 7, Windows Vista, Windows XP, Surface Hub, Windows Holographic and
all other related terms are registered trademarks of the Microsoft Corporation.

All Rights Reserved.

All other trademarks are the property of their respective owners.

All trademarks and copyrights are freely acknowledged.
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Introduction

On July 29t 2015, Microsoft began rolling out Windows 10, their best operating
system so far.

A lot of work has gone into Windows 10 and it contains some pretty smart features,
like Cortana, a highly intelligent voice controlled virtual assistant.

With Windows 10, Microsoft faces an interesting dilemma — how to capture as much
telemetry and personal data to be useful without crossing the line of being big
brother creepy.

This is a very delicate line and the software company has been trying to balance those
competing imperatives with mixed results.

The challenge then for you as a consumer is to make sure that you are informed
about Microsoft’s default privacy settings and do as much as possible to stay
protected.

Did you know that many of the default features in Windows 10 send a lot of data back
to Microsoft?

Let’s say that you have Windows 10 set on all the default settings.

Every single time that you type in the taskbar search box, whether it’s to look for a
particular file or open up an application, the local search terms that you use are sent
to Microsoft, along with your location.

Some of that may be used as a way of targeting certain ads at you — you know, those
banner ads that pop up? Come of those will be based on search terms that you have
used.

Knowledge is power so here are a few things you can do to keep your copy of
Windows 10 data-secure.

I hope these tips help you understand and feel a little more empowered about the
amount of data that YOU decided to share in Windows 10.
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During the Windows 10 Install

This is the bit that most people skim over, just clicking Yes to everything to get the
installation moving.

First things first, make sure that you click on Customize Settings.

Do NOT go ahead with the installation with Express Settings enabled — that is the
fastest way to leave your computer exposed.

Get going fast

Change these at any time. Select Use Express settings to:

Personalise your speech, typing and inking input by sending contacts and calendar details, along
with other associated input data to Microsoft. Let Microsoft use that info to improve the suggestion
and recognition platforms.

Let Windows and apps request your location, including location history, and use your advertising ID
to personalise your experiences. Send Microsoft and trusted partners some location data to improve
location services.

Help protect yourself from malicious web content and use page prediction to improve reading,
speed up browsing and make your overall experience better in Windows browsers. Your browsing

data will be sent to Microsoft.

Automatically connect to suggested open hotspots and shared networks. Not all networks are
secure.

Send error and diagnostic information to Microsoft.

Learn more

Use Express settings

On the next screen, you will be able to customize the settings.
On this screen there are settings that control:

*  SmartScreen

* Page Prediction

* Connectivity to open networks

* Connectivity to friendly networks

* Sending contact and calendar information back to Microsoft
* Sending typing and inking information back to Microsoft

* Sending advertising information back to Microsoft

* Sending your information back to Microsoft partners

You can make changes here to make sure Windows 10 is sending out the levels of
data and information that YOU are choosing to.

This is not a right or wrong thing, just make sure you understand what you
are giving Microsoft permission to do.
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Customise settings

Browser and protection

Use SmartScreen online services to help protect against malicious content and downloads in sites
loaded by Windows browsers and Store apps.

off [ |

Use page prediction to improve reading, speed up browsing, and make your overall experience
better in Windows browsers. Your browsing data will be sent to Microsoft.

off [ |

Connectivity and error reporting

Automatically connect to suggested open hotspots. Not all networks are secure.
off [ |

Automatically connect to networks shared by your contacts.
off [ |

Send error and diagnostic information to Microsoft.

Customise settings

Personalisation

Personalise your speech, typing and inking input by sending contacts and calendar details, along
with other associated input data to Microsoft.

off [ |

Send typing and inking data to Microsoft to improve the recognition and suggestion platform.

off [ |

Let apps use your advertising |D for experiences across apps.

off [ |

Location

Let Windows and apps request your location, including location history, and send Microsoft and
trusted partners some location data to improve location services.

off [ |
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Using a Local Account

If data privacy is also of utmost importance to you, another thing you can do is use a
local account.

In other words, when the Make it Yours screen appears, just click on Skip this Step

Make it yours

Your Microsoft account opens up a world of benefits. Sign in for your personalised experience. Learn
more.

Email or phone
Password

Forgotten my password

No account? Create one.

Skip this step
3

Microsoft Privacy Statement

After you have done that, you can continue to follow the installation instructions
safely.

Keep in mind there is a trade-off between the ability to use cloud services and more
personalized Microsoft features and the ability to keep your data local.

You have to decide at all times whether these trade-offs are worth it.

After Windows 10 Has Been Installed

Now that you have Windows 10 installed on your computer, its time to start disabling
certain settings.

First, open up Settings>Privacy and then disable everything, unless there are any
specific things that need to remain enabled, for example, letting certain websites
have access to your language list.

If you do nothing else, pay special attention to the following tabs and pages:
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General

< Settings - O X

€52 PRIVACY Find a setting o

Some settings are managed by your organisation.

Location

Change privacy options
Camera

Let apps use my advertising ID for experiences across apps
Microphone (turning this off will reset your ID)

@ D off

Turn on SmartScreen Filter to check web content (URLs) that
Windows Store apps use

Speech, inking & typing

Account info

@ D off
Contacts
Calendar —
Messaging Let websites provide locally relevant content by accessing my
language list
Radios Q On
Other devices Manage my Microsoft advertising and other personalisation info
. . - Privacy Statement .
Laadhack 2 diaanactics
Location:
= Settings — O X
52 PRIVACY Find a setting Je
General .
| acatinn
Location for this device rson who signs in to this device

on settings. If it's off, location is

Camera lin.

Microphone d

Change
Speech, inking & typing

When location services for this account are on, apps and

Account info ~ ) ; )
services you allow can request location and location history.

Contacts

Calendar

If an app is using your location, you'll see this icon: @

Messaging
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Speech, inking & typing:

< Settings - m] X
53 PRIVACY | Find a setting £
General

Getting to know you

Location w your voice and writing to
This will turn off dictation and Cortana l Y B ; 9
. . . Il collect info like contacts,
Camera and will clear info on your device that andwriting patterns, and
Windows uses to make better !
suggestions for you.
Microphone

n and Cortana and clears

Stop getting to know me
Account info
BEIEES Manage cloud info
Calendar Go to Bing and manage personal info for all your devices
Messaging Learn more about speech, inking and typing settings
Privacy Statement
Radios

While you are in the Privacy settings, head on over to the Feedback & Diagnostics
section. In the first box, select Never and in the second box select Basic.

< Settings - m] X
53 PRIVACY | Find a setting £
Microphone

Feedback frequency

Speech, inking & typing
Windows should ask for my feedback

Account info (@D v |

Contacts

ST Diagnostic and usage data

Send your device data to Microsoft

Messaging (BaE) > |

Radios

This option controls the amount of Windows diagnostic and
Other devices usage data sent to Microsoft from your device.

Learn more about feedback & diagnostics settings

Background apps Privacy Statement
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Installing Updates

Now go to Settings>Update & Security>Windows Update>Advanced
Options>Choose How Updates Are delivered.

& Settings = X

¢33 UPDATE & SECURITY Find a setting o

et L ious Upate

Windows Defender

No updates are available. We'll continue to check daily for newer

updates.
Backup
Recovery Check for updates
Activation Available updates will be downloaded and installed automatically.

For developers Advanced O@tions

&= Settings

¢53  ADVANCED OPTIONS

Some settings are managed by your organisation.

Choose how updates are installed

| Automatic (recommended) V|

Keep everything running smoothly. We'll restart your device
automatically when you're not using it. Updates won't download
over a metered connection (where charges may apply).

E] Give me updates for other Microsoft products when | update
Windows.

E] Defer upgrades
Learn more

View your update history

Choose how updates are djlivered
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Turn off the first switch

& Settings

52633 CHOOSE HOW UPDATES ARE DELIVERED

Updates from more than one place

Download Windows updates and apps from other PCs in addition
to Microsoft. This can help speed up app and update downloads.
Learn more

When this is turned on, your PC may also send parts of previously
downloaded Windows updates and apps to PCs on your local
network or PCs on the Internet, depending on what's selected
below.

Get updates from Microsoft, and get updates from and send
updates to

PCs on my local network

PCs on my local network, and PCs on the Internet

While you are in the Update & Security settings, click on Windows Defender and
disable Cloud based Protection and Sample Submission.

< Settings - O X
53 UPDATE & SECURITY | Find a setting £
Windows Update . .

Real-time protection
WindowslDefenden This helps find and stop malware from installing or running on
your PC. You can turn this off temporarily, but if it's off for a while
Backup we'll turn it back on automatically.
@D on
Recovery
Activation Cloud-based Protection
For developers Get better, faster protection by sending Microsoft info about

potential security problems Windows Defender finds.

Privacy Statement

Sample submission

Help us make Windows Defender better by sending Microsoft
malware samples so we can learn about potential security

problems and catch them earlier.

Privacy Statement
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Now go to Settings>Network & Internet>Wi-Fi>Manage Wi-Fi Settings.

< Settings = m] X

¢392 NETWORK & INTERNET Find a setting o

Airplane mode

NENN

Data usage

VPN

Dial-up

Sz Advanced options
Proxy Manage Wi-Fi settings

Related settings

Change adapter options

You can disable Wi-Fi Sense by turning off both of the switches

= Settings

¢03  MANAGE WI-FI SETTINGS

Wi-Fi Sense

Wi-Fi Sense connects you to suggested Wi-Fi hotspots and to Wi-Fi
networks that your contacts share with you. By using Wi-Fi Sense,
you agree that it can use your location.

Remember, not all Wi-Fi networks are secure.

Learn more

Connect to suggested open hotspots
@D

Connect to networks shared by my contacts

S5

Give and get Internet access without seeing shared passwords.
You'll get connected to Wi-Fi networks your contacts share, and
they’ll get connected to networks you share.
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Cortana Settings

Turn off Cortana and web search in “search bar” by clicking it, clicking the cog
icon to go into Settings and then turning off both of the switches

Settings

Cortana can give you suggestions, ideas,
reminders, alerts and more.

Search nnline and include web results

(0]

%%  Search Windows
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Disabling Telemetry
To turn off Telemetry, open the command prompt as an administrator.

Do this by right-clicking on the Start button or by using the shortcut Win+X

Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out >
Desktop

And then typing in this:

* scdelete DiagTrack

* sc delete dmwappushservice

e echo™ >
C:\ProgramData\Microsoft\Diagnosis\ETLLogs\AutoLogger\AutoLogger-
Diagtrack-Listener.etl

* regadd "HKLM\SOFTWARE\Policies\Microsoft\Windows\DataCollection"
/v AllowTelemetry /t REG_DWORD /d o /f
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| Administrator: Command Prompt = [m] X

Microsoft Windows [Version 10.0.10240]
(c) 2015 Microsoft Corporation 11 rights reserved.

ndows\system32>sc delete DiagTrack
DeleteService SUCCESS

C:\Windows\system32>sc delete dmwappushservice
[SC] DeleteService SUCCESS

C:\ProgramData\Microsoft\Diagnosis\ETLLogs\AutoLogger\AutoLogger-Diagtrack-Listener.etl
C:\Windows\system32>reg add "HKLM\SOFTWARE\Policies\Microsoft\Windows\DataCollection™ /v AllowTelemetry /t REG_DWORD /d

e /f
The operation completed successfully.

C:\Windows\system32>

Page | 16
www.WindowslOQupdate.com




Microsoft Edge Browser updates

To set up the new Edge browser to protect your privacy, first open it. Then click on
More Actions followed by Settings

= X
= @ Q -
New window
New InPrivate window
— 00% +

Send feedback

Settings

Then click on View Advanced Settings

X
= @4 O
SETTINGS -

Clear browsing data

Choose what to clear

Reading

Reading view style

| Default v |

Reading view font size

| Medium v |

Advanced settings

| View advanced settings
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Now enable Do Not Track Requests and disable the search suggestions, the
SmartScreen filter and page predictions. Also ensure that Cortana is off as well.

= X
= @ O
&« Advanced settings -

Privacy and services

Some features might save data on your device or send it
to Microsoft to improve your browsing experience.
Learn more

Offer to save passwords

@ off

Manage my saved passwords

Save form entries

@ off

Send Do Not Track requests

You must turn on system Cortana to enable this setting.

= x
= @A O
&« Advanced settings -=

You must turn on system Cortana to enable this setting.

Search in the address bar with

I Bing (www.bing.com) v

Show search suggestions as | type

Cookies

I Block only third-party cookies ~

Let sites save protected media licences on my
device

@D off

Use page prediction to speed up browsing,
improve reading and make my overall experience
better

Help protect me from malicious sites and
downloads with SmartScreen Filter

You should now find that the ad banners show ads that are not based on any of your
search requests and interests.
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Switching to a local account

Finally, if you are using a Microsoft account, you should change over to a local
account. You can do this by going to Settings>Accounts>Your Accounts.

Click Sign In With a Local Account Instead and then follow the instructions on the
screen

&= Settings _ = »
@ ACCOUNTS Find a setting yol
Your account Is Leaked

S . Administrator
Sign-in options

Billing info, family settings, subscriptions, security settings
Work access and more

Manage my Microsoft account
Family & other users

Sign in with a local account instead

Sync your settings

If you are unable to do this, instead you can disable Sync Settings. Open
Settings>Accounts>Sync Your Settings and disable it

= Settings - (m} X
32 ACCOUNTS | Find a setting P
Your account

Sync your settings

SIS Sync Windows settings to other devices using
Work access

How does syncing work?
Family & other users

Syng settings
Sync your settings

Individual sync settings
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In Summary

Windows 10 is hands down the most powerful and effective Operating System that
Microsoft has ever put together.

As someone who covered the Windows 10 development process from day one at
http://www.windows1oupdate.com, I can tell you that the Operating System was
built largely based on feedback from users just like you.

There is no right or wrong here, users just need to understand how to use the options
in the software they are installing. Facebook, Google and all the large companies
want to understand a lot more about you so they can help you AND sell you goods
and services.

Microsoft is no different.

As I said earlier, the tension between Operating System effectiveness and privacy
intrusion is something that will be with all of us for a while.

Hopefully the steps outlined in this book will help you take the first steps toward
creating the level of privacy in Windows 10 that you want.

I would love to hear back from you with your questions and comments.

You can send me emails to privacy@windows1oupdate.com

Thanks for reading and I hope you had as much fun reading this as I had writing it.
Regards,

Onuora Amobi

P.S. You can also find additional Windows 10 training resources on our Windows
10 training page here.

http://www.windows1oupdate.com/windows-10-training/

Also check out our new training classes including:

Introduction to Windows 10

https://www.udemy.com/introduction-to-windows-10/

Setting up Windows 10 for a small business

https://www.udemy.com/setting-up-windows-10-for-small-business/
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