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☺New Meetings Now Held at LCCC ☺
LCCC Community Learning Center
at Lorain High School
2600 Ashland Ave. Lorain, Ohio
Doors will open at 6:00 PM, program starts at 6:30 PM
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A Word From
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Micky Knickman
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Newsletter
Editor

Pam Rihel
newsletter@lccug.com

We will be using the Zoom videoconferencing program as are
many people. If you have ever been in a Zoom meeting, you
are all set. We will send you the link and you can use your
browser or download the Zoom client.

Web Page Editor

Richard Barnett
webpage@lccug.com

You will be able to participate and view the meeting from a
laptop, PC, tablet, Chromebook or smartphone. A camera and
microphone is preferred, but not absolutely necessary if all you
want to do is view the meeting. To ask questions, you will
need a microphone although there will be an option to call in
via telephone instead. If you want to be visible to others attending, then you can use your camera.

Statutory Agent

Sandra Ruth
statutory_agent@lccug.com

Director of
Membership

Dennis Smith
membership@lccug.com

Director of
Advertising

Richard Barnett
advertising@lccug.com

Director of
Education

Neil Higgins
education@lccug.com

I hope everyone is doing well!
What a crazy, scary time!!
We want to hold our May meeting on May 12 at 6:30 – our
usual day and time BUT not at our usual meeting facility
which is still closed. We will hold our meeting ONLINE. Just
as many people are working from home, going to school online
or attending church online, we will join in and hold our meeting online.
This will be our chance to see each other and share our usual
sense of community.
Our topic will be general questions and answers. Bring your
questions and we’ll bring the answers!

The first time you use Zoom, you will be prompted to download and install Zoom when you click the link to join the meeting. You will only have to do that once. However, depending
on your browser, you can also attend the meeting without having to install the Zoom client if you prefer.
This short video will show how: https://www.youtube.com/
watch?v=NIYudDeULlw
Click here to try a sample meeting login ahead of time:
https://zoom.us/test
Hopefully this will allow access to the meeting to those who
don’t drive or live further. This will give us a safe way to get
together and even get some questions answered.
If you have any questions, contact us at info@lccug.com and
Micky or Sandee will reply.
The link to this Tuesday night’s meeting will be emailed to
you closer to the meeting date.

Sandra Ruth
LCCUG President
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Tuesday
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Zoom
Online General Meeting
Question's & Answers
Due to the current situation concerning Covid-19, our Monthly General Membership meetings must be conducted using one of
the latest video conferencing programs. Until further advised, our monthly General Membership meetings will be held the second Tuesday of each month as usual, however we will be using the ZOOM video conferencing program to conduct the meeting.
You will be able to participate in and view the meeting from a laptop, PC (with camera and microphone), tablet, Chromebook or
smartphone. The first time you use ZOOM, you will be prompted to download and install Zoom when you click a join link. You
will only have to do that once.
This short video will show how to join:

https://www.youtube.com/watch?v=NIYudDeULlw

Click here to try a sample meeting login ahead of time:
https://zoom.us/test
You may have heard that ZOOM limits you to 40 minutes per meeting. Our club has an exemption so we do not have a time
limit!
The topic for our first ever VIRTUAL General Membership meeting using ZOOM will be; "Questions and Answers” - so bring
your technology questions.
The VIRTUAL MEETING USING ZOOM, will start promptly at 6:30 this coming Tuesday May 12th I suggest that you try to
gain access early so that we/and you can iron out the inevitable technical glitches that may occur. I am the moderator of the
meeting and will be the person to grant you access to the meeting.
We will send another email soon providing you with the link to join the meeting.
See you soon ON LINE!

Sandee

NEOPC Meetings
lenorebman@gmail.com if you plan to come.

Meetings have been canceled due to the
Coronavirus (Covid-19) until further notice
Check out their website at:
http://www.neopc.org
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NEED HELP?

Here’s Who to Contact:

Neil Higgins
440-967-9061 - higgins.neil@gmail.com
Evenings 6 p.m. -10 p.m. + Weekends
Hardware, Linux & Windows Operating Systems,
Chromebooks, Tweaking your system
Micky Knickman
440-967-3118 - micky@knickman.com
Daily 6:00 am to 4:00 pm. Leave message if no answer.
General Software Configuration, Hardware Installation,
Basic to Advanced Windows
Richard Barnett
440-365-9442 - Richard216@aol.com
Evenings & Weekends
General Software Configuration, Hardware Installation,
Basic to Advanced Windows & Web Page Design
Sandee Ruth
440-984-2692 - sandee29@gmail.com
Basic Word Processing, Windows, & Web Design
Advanced Internet
Pam Casper Rihel
440-277-6076
6:00 p.m. to 10:00 pm Monday thru Thursday
Genealogy help
prihel1947@gmail.com
Denny Smith
440-355-6218 - dennis.smith@windstream.net
Microsoft EXCEL
Leave message on machine.
If any of our members are interested in helping other users
with what programs you are adept at, please contact any of
our officers with you name, what program or programs you
would be willing to give help with, you email address and or
phone number and when you would like to have them call
you. Thanks
Newsletter Editor: Pam Rihel using Microsoft Publisher,
2013
This Month’s contributors: Micky Knickman, Sandra Ruth,
Pam Rihel, Don Hall, Dennis Smith, Neil Higgins, Carole
Doerr, Michael John Neill, Steve Costello, Dick Maybach,
Scambusters, APCUG, Leo Notenboom, NEOPC, Microsoft
Office art online, Newsletter is now
Online at:
lccug.com/newsletters or lccug.com

Wohoo!

Your renewal dues have been reduced from
$25.00 to $15.00. When everything else is raising
their prices our Computer Club is lowering their
dues.
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Problem Solving Workshop
Date: Tuesday - May 19, 2020
Time: 5:30 - 8 pm Instructor: Micky Knickman,
Neil Higgins, Richard Barnett
Place: Lorain County Community College
@ 2600 Ashland Avenue, Lorain
Learn how to repair or update your computer by
changing hard drives, memory, CD ROMs, etc.
Members are encouraged to bring their computers anytime before 7:30 pm for assistance from Micky, Neil &
others.

Learning About Electronics
Date: Tuesday - May 19, 2020
Time: 5:30 - 8 pm Instructor: Sandee Ruth
Place: LCCC @ 2600 Ashland Avenue, Lorain
Learn how use you electronic devices.
Members are encouraged to bring their tablets, iPod,
kindles, etc. at 5:30 pm for assistance from Sandee
and any other knowledgeable members. The public is
welcome to sit in on these classes.

Learn About– Hands on
Demonstration
Date: Tuesday– May 19, 2020
Time: 5:30- 8 pm Instructor: Neil Higgins
Place: LCCC @ 2600 Ashland Avenue, Lorain
Do you know the specifications of your computer? What is
really inside? We’ll demonstrate three portable Windows
programs (run from a USB Stick) that will tell a computer’s
storage, CPU, video, and other useful information
(including your Operating System Product Key) . This will
help determine if your computer will run certain programs,
and will help find out what memory or video card upgrade
you need.
Please bring a flash drive to obtain software and
handouts. If you would like to participate and get copies of the material for this presentation, please let Neil
know by sending an email to Education@lccug.com.

May 2020 | Interface

#806 – Can Video Chat Be Intercepted
and Recorded? Featured
This week's featured article took me be surprise when I
first started getting the question. For some seemingly
irrational reason I was getting asked, repeatedly, if video
chat could be recorded -- from some very panicked
questioners.
The flavor -- and the importance -- of the issue has
changed as we're all doing so much more video online.
The answer, however, hasn't changed: yes. Video chats
and conferences can be recorded.
Can Video Chat Be Intercepted and Recorded?
by Leo A. Notenboom
Video chat is probably not monitored, but there’s no
way to prove that. If that's too vague for you, then be
careful what you do on your computer.
Hi, Leo. I had a private video chat with my girlfriend.
I’m afraid that it could be recorded by someone and
released on, say, a porn site. We used personal laptops.
When I got a doubt, I scanned both systems with an antivirus tool and they’re clean. So, there’s not really a virus, but I’m still afraid that someone will record it for
monitoring and all.
It’s impossible to prove that it can’t be (or wasn’t) recorded: you can’t prove a negative. Ultimately, if this is
something that really concerns you, then don’t do that!
I don’t think there’s going to be a problem here. In practical terms — with one exception that most people don’t
think about — it’s highly unlikely.
Fear of intimate interception
This is a surprisingly common question, and I don’t really understand why.
If you look through the comments on this article, you’ll
see person after person after person ask what is essentially the exact same question. What’s scary is that
they’re asking after the fact, and most are scared out of
their wits that the answer is, “Yes, your intimate chat
could have been intercepted and recorded.”
It’s also scary how many don’t bother to read the article
they’re commenting on, which answers the question.
(Which is why comments on this article remain closed.)
Three reasons you might be OK

as efficiently as possible, the data goes directly from
your computer to theirs. There’s no server or service in
the middle processing (or capturing) the video stream.
2) Most chats are encrypted
Depending on the service you use, the data is likely to
be encrypted. Even someone who could intercept the
data — like your ISP, for example — probably can’t
decipher it.
3) You’re just not that interesting
I’m sorry to disappoint, but you and I just aren’t that
interesting to the people who might have the ability to
intercept and watch whatever you did on video.
Yes, all three of those points are qualified: “probably”,
“most”, and, of course, you could be “interesting” if
you’re in a position of power or have some other sensitive role. But it’s extremely unlikely someone would
take the time and effort to try and intercept your video
chats.
The most common reason why you might not be OK
The most common reason video chat is recorded has
nothing at all to do with technology, intermediaries, or
your position in life.
It’s simple for the person at the other end to record your
video. Screen-recording software like Camtasia or
QuickTime do it easily. The only requirement is that it
be running on the computer at one end of the video conversation. There is nothing that can be done to prevent
that.
That’s the only scenario I’ve heard of where video chat
is, indeed, recorded: someone is lured into an intimate
video session that is captured by the person at the other
end. That person uses that video for blackmail.
The only other scenario where video recording
is theoretically possible is if you or your video partner
have malware on your machine. I’ve never heard of this
happening.
It’s really all about trust
If you’re certain you can truly trust the person at the other end, then you probably have nothing to worry about.
However, if you have any concern at all, the answer is
simple: never engage in video activity you wouldn’t
want to be made public.
This work by Ask Leo! is licensed under a
Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
International License. Additional information is available at
https://askleo.com/creative-commons-license/.

1) There’s probably no intermediary
Most (but not all) video chat is over a direct machine-tomachine connection. In order to deliver the video stream
May 2020 Interface
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Executive Board
Meeting Minutes

General
Meeting Minutes

MARCH 31, 2020
The April 7th scheduled board Google Hangout video
meeting was held March 31. It was attended by Sandee
Ruth, Carole Doerr, Don Hall, Micky Knickman, Pam
Rihel, Richard Barnett, Dennis Smith and Neil Higgins.
Sandee informed the board that Lorain High School
will probably be closed through the month of May. We
will stay in close contact and inform members when
changes are made.
Richard will cancel our May meeting on our Web page.
Discussion was held about our using the club’s Facebook page as a means for members to interact during
the present shutdown. Also discussed was using Zoom,
Google Duo and Web X.
Richard will send out an E-mail with information on
how to access the club’s Facebook.
Micky is currently storing our projector.
Pam moved, Richard seconded the meeting be adjourned.

No minutes for April, there was
no meeting.
Interesting Internet Finds Author: Steve Costello
scostello@sefcug.com

Do You Need A 4K HDMI Cable?
https://www.techhive.com/article/3330376/do-i-need
-a-4k-hdmi-cable.html
Just get a 4K TV for the holidays? Check out this
post before going out to spend lots of money on a
special 4K HDMI cable.
5 Ways to Get In-Car Wi-Fi for Internet Access on
the Go
https://www.makeuseof.com/tag/internet-car-wifi/
Some cars come with in-car wi-fi. If yours doesn’t
and you want everyone able to access to the internet, check out this post for some ideas.
How To Encrypt A Flash Drive Without Bitlocker
https://www.techtricksworld.com/how-to-encrypt-aflash-drive-without-bitlocker/
If you want to encrypt a flash drive and don’t have a
version of Windows that includes Bitlocker, check
out this post for some alternative methods.

365-2288 - Elyria

1-800-238-8973 - USA

591 Cleveland Street Elyria, Ohio 44035
 Computer

Repair
& supplies
 Upgrades
* custom PC's & Laptops
* call for best prices
* education discounts
 LCD Monitors & TVs
 printers

Shop at
Shop at
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USB Flash Drive vs. External HDD And SSD:
Which Is Best For You?
https://www.maketecheasier.com/usb-flash-drive-vs
-hdd-vs-ssd/
Are you confused about which of these you should
be using? If so, check out this post that explains the
advantages and disadvantages of each.
How To Secure Windows 7 After End Of Support
https://www.thewindowsclub.com/secure-windows-7
-after-end-of-support
I know there are a lot of you that will continue to use
Windows 7 after the end of support. If you are one
of them, like me, check out this post to keep secure.
Copyright Audri and Jim Lanford. All rights reserved. Reprinted with
permission. Subscribe free to Internet ScamBusters at
http//www.scambusters.org
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Lorain County Computer Users Group
2020 Calendar of Events
http://lccug.com
email: info@lccug.com
LCCC Community Center
at Lorain High School
2600 Ashland Ave, Lorain Ohio
Doors open 6pm – program starts at 6:30
2nd Tuesday of each month. Changes are announced on the webpage and the newsletter.
All meetings are open to the public
January 14, Utilities - Presented by LCCUG officers
February 11, Cutting the Cord, an Update
March 10, Uber, Lyft, Doordash, AirBnB
April 14, Canceled
May 12, Online Meeting using Zoom
June 9, TBA
July 14, TBA
All other months to be announced.

Our links can be found at:
LCCUG.com/links, There you will find
many interesting places to visit. Check them
out and see what you can find interesting
ME MBE RS HI P WI TH L C C U G :
Yearly dues are now $15.00. For more information
contact:
Dennis Smith
Director of Membership,
membership@lccug.com.
Meeting Location:
LCCC Community Center at Lorain High School
2600 Ashland Ave, Lorain Ohio
6:00 - 8:00 PM
Meeting room is on the second floor.
Elevator access is available for those in need.
May 2020 Interface

LCCUG WORKSHOP
Class Ideas?
Neil needs your input into what classes you would
like him to present to our members.
Please tell Neil or one of the other officers what
you would like to learn and we will be happy to
hold classes on your subject./subjects.
Neil Higgins Education@lccug.com.
Volume 32 Issue 5 Page 7

Genealogy Tip of the Day

Michael John Neill Genealogy Tip of the Day
Rootdig.com mjnrootdig@gmail.com

Where Could It Be Written?
Posted: 06 May 2020 09:54 AM PDT

Think about that “fact” you are trying to discover.
What records could contain information stating that
fact directly?
What records could contain information that may
provide incomplete information about that fact?
What records may contain information that could
help you locate additional records that would help
you locate information about the fact in which you
are interested?
This activity is easier to do if you are familiar with
records kept in the area and time period for the individuals involved.
Brainstorm. Make a list. Then start your work.

The Lorain County Chapter of OGS
is having it’s next meetings on :
CANCELED
Check our webpage for the next program.
http://loraincoogs.org/events.html
North Ridgeville Library, 35700 Bainbridge Rd. North Ridgeville, Ohio. Meetings are free and open to the public. Social
time is at 6:30 PM and the program begins at 7:00 PM. Can-

celed Until further notice to to Covid-19

Jean Copeland: jecopeland1975@gmail.com.

Computer Club News
Don’t Forget to Bring
in Your Used Ink Cartridges
LCCUG is collecting empty ink
Cartridges
For every cartridge you will receive a
ticket for our special drawing.
Recycle & Help Our Club Too!
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Personal Cloud Disk Drives Face
Ransomware Risk + Latest Coronavirus Scams
Coronavirus Spotlight on Census and
Costco Scams
The Coronavirus scammers are still at it! They’ve
discovered more new ways of tricking people into
either giving them money or letting them into their
systems to wreak whatever havoc they care to.
Among the latest Covid scams, we’re seeing them
exploiting uncertainties and confusion over the current US Census as a cover for their tricks.
We wrote about Census scams last year (see 2020
Census Scams Have Already Started) but that was
pre-Covid-19.
Now the crooks are pretending to be Census workers, claiming they need personal information from
victims as part of a Coronavirus data gathering exercise. Emails posing as official inquiries from the
US Census Bureau are using the same trick.
The Census doesn’t involve questions about the
disease, so if you receive one, ignore it and politely
dismiss whoever is at your front door asking it.
You can also safely ignore a fake “Covid-19 stimulus package” from major retailer Costco. The scam
comes in an email or text proclaiming “$110 Goodies from Costco.”
Recipients are then asked to click a link to complete a survey, which may then either download
malware or steal confidential confirmation.
Costco isn’t offering any such deal. Period.
Ransomware Threat to Home Cloud Users
Are you in the cloud? That is, uploading or backing
files to a remote site? It’s a good way to safeguard
your data.
But you can also be “in the cloud” at home. That is,
you back up or store to a hard drive that’s actually
in your home but is (usually) separately attached to
your network rather than sitting inside your PC.
And it’s available to everyone on your home network.
(Continued on page 9)
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(Continued from page 8) ScamBusters

This is called network attached storage (NAS). But,
because you can usually also access it remotely,
that’s to say using your phone or laptop to connect
when you’re out and about, it’s often referred to as a
home cloud or personal cloud drive.
Because of this great connectivity, NAS systems are
also used to store and stream music and videos.
But if you use one of them — as millions of us do —
you face an unexpected security risk.
Because the device is connected to your home network and the Internet, it’s vulnerable to hackers and
ransomware. And if you don’t think hackers would
be interested in your cloud drive, think again. It’s
likely got a whole stack of confidential data on it as
well as being an entry point to your network.

is that most NAS software is frequently updated,
sometimes as often as weekly, as new risks are
identified.
3. Change the default password that often
comes with your NAS device. Hackers know
them.
4. If your NAS comes with its own firewall
(which most do) switch it on — though you’ll
then likely have to manually let it know who is
allowed access.
Keep a back-up of your data and system elsewhere so that if you do suffer a ransomware attack, you can restore your setup.
Sometimes, managing an NAS can seem like a
technical challenge, so it pays to take the time to
learn how to use yours effectively and securely.
You’ll likely also find many user-friendly forums to
help you out.

Experts at anti-virus firm Kaspersky say that the way If all else fails, though, it’s worth considering calling
some NAS systems operate may allow hackers to in (and paying for if necessary) professional help to
bypass certain security steps, allowing the crooks to secure your system.
sneak in more easily.
By the way, there are also, of course, security risks
This threat is growing. It was little used back in associated with using the cloud in the more tradi2018, but took off last year and, says online tech tional, off-site way. Check out our previous report
site ZDNet, a whole range of new ransomware fami- at How Safe is Cloud Storage for Your Files?
lies have emerged especially capable of exploiting
Copyright Audri and Jim Lanford. All rights reserved.
NAS security weaknesses.
Reprinted with permission. Subscribe free to Internet
ScamBusters at

Malware programs using these tactics almost tripled
during the past 12 months, which, says Kaspersky,
“signals cybercriminal interest in this type of malTrying to find information on your WWll Veteran check out
ware as means of enrichment.”
this new database. You may just hit the jackpot.

Most often, the hackers’ main aim is to install ran- New Database with Photos of WWll Soviet Army Veterans
somware, which locks up access to a computer until is now Online
a ransom is paid and often beyond that point.
Just point on the blue and click the control it will take you

The security firm says the trend is unlikely to fade right to the website
because it “proves to be very profitable for the attackers, especially due to… users being completely
unprepared for them as they consider this technology highly reliable.”
5 Protective Actions

There are several important steps you can take to Thinking of shopping with Amazon? Well you can now
limit the risk of falling victim to this hack:
go to our lccug.com website and just click on the
“amazonsmile” link and start shopping.
1. First, as always, ensure your main security
software is up to date and regularly runs a full Our club gets rewarded for any items purchased from
scan (not just a quick scan).
our website link to Amazon. So the more you buy the
2. Ensure that your NAS software is also up to better it is for our club. SO START SHOPPING.
date. This is often overlooked by users. The fact
May 2020 Interface
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PC Organization
Author: Dick Maybach, Member, Brookdale Computer
User Group, NJ
www.bcug.com
n2nd@att.net

worked up the courage to discard. Your file browser can
help you identify candidates for trashing. Configure it to
sort the files by their creation date, with the oldest shown
first, and to display them as a list so you can see their
creation dates, which will help you find old files that are
no longer useful. My approach here is much like that for
my desktop and menu bar; almost every file is in a directory with very few loose ones in my home directory; see
Figure 2.Home Directory.

We are cursed by the low cost of modern disks, on
which we can store several terabytes for under 100 Dollars. As a result, our PCs often hold thousands of files,
hundreds of e-mail messages, and dozens of applications, often making it difficult to find what we want. Organizing the information on a PC after several years of
use is such a daunting task that it’s easy to put off. Instead, treat getting organized as a goal, realizing that
you’ll probably never reach, but as you make progress,
you’ll find you’re getting more efficient.
Application Menu Bar — Space here is precious, so I
reserve it for my most-used programs, about a dozen.
To access the others I use the Windows key (
), then
type a character or two to see a short list, one of which
is almost always the one I want. Often, even this isn’t
needed, as a double-click on a filename will launch the
appropriate application, or a right-click will give you a
choice of alternative ones. This is usually faster than
searching a cluttered menu bar or desktop.
Desktop — I prefer to keep mine clean, and it now
holds just two icons, the trashcan and one folder (my
equivalent of a to-do list). I often have several windows
open and would have to move or minimize these to access icons on the desktop. Keeping them elsewhere
speeds up my work; see
Figure 1. A Barren Desktop.

File System — We all use a hierarchical structure of
directories in which we store our files. Storing is the
easy part; it’s the retrieval that’s difficult. Using descriptive directory and file names will help greatly, although
this may take some adjustment if you began using PCs
in the DOS days, where you were limited to maximums
of eight characters for filenames and three for extensions. I find it useful to have an archive directory where I
move files and directories that I seldom need but haven’t
Volume 32
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Mail — Most of us also keep our messages far too long,
with the result that our inboxes are overflowing. You can
create folders and even sub-folders within your in-box
with descriptive names, such as Orders, Travel, Finance,
and Medical. Review your messages and discard those
that are no longer useful, reservations for completed trips
for example. The great majority of messages are worthless and should be deleted immediately. Many others are
valuable for only a short time; I periodically delete all that
are over a year old (and yet my inbox contains hundreds).
Favorites — I keep only my most-used few on my
browser menu bar. The rest are organized in folders, so I
can quickly find what I need. Here too, you should perform house cleaning and delete those that are obsolete
or unused. Our interests change over time, and some
sites that we used to check every day now just clutter our
list. Many browsers provide a cloud service that synchronizes the favorites on all your devices, which greatly eases the job, assuming you use the same browser everywhere, of course.
Media — You may use specialized applications to store
and retrieve photos, songs, and the like. Often, these can
create playlists that access the files in the order you prefer, without having to duplicate or move the files. I prefer
to keep my media files on my disk rather than in the
cloud, although this means that I have to back them up. I
also prefer to organize my media files using the file manager, although this means I have to rename them to
make them appear in the correct order. Some years ago I
used a photo organizing application for this, and when its
vendor discontinued it, I lost several slide shows. I still
had the photos, but they weren’t in a logical order and
were no longer associated with the title slides.
(Continued on page 11)
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(Continued from page 10) PC Otganization
Passwords — I consider a password manager application essential. This organizes them into folders and stores
them in an encrypted database. Some also can store associated information, such as PINs, security questions
and answers, and URLs. They also can generate strong
passwords, which removes the temptation to use the
same one on different accounts. I have no idea what most
of my passwords are, but I don’t need to as they are available on my PC and cell phone, once I enter the database
password (about the only one I do know). I use
KeePassXC, https://keepassxc.org/, which is available for
all operating systems, and there is a compatible variant
for Android. As a result, my passwords are always available, but still secure. Figure 3 shows the application. I have
some work to do here; there are far too many items in the
Internet category, and I should split it up to make them
easier to find.

as a PDF for display on my cell phone. Figure 4 shows
my notes file for this article.
Figure 4. CherryTree Notes.
Organization is personal, and what I find efficient may
frustrate you. Pay attention to how you spend your time,
and if you find yourself repeating the same routines, look
for ways to streamline them. Perhaps you can change
how you store things, or there may be an application to

Coronavirus PPE Warning +
Bar Code Swap, Lottery and
Giveaway Scams
Coronavirus Supplies Scam Warning
Not all coronavirus scams arrive by email, text, or phone.
There’s also a chance they might turn up in your regular
mailbox. Which is why the United States Postal Inspection Service (USPIS) has stepped into the battle against
the crooks.

The agency has launched a website section devoted
to virus-related tricks online and offline. The site has a
couple of useful public service videos explaining actions
Figure 3. KeePassXC.
the agency is taking and providing more tips on how to
Notes — We all make notes, as the success of Post-it protect yourself from falling victim.
shows, and keeping track of them can be difficult. Fortunately, there are applications to help. I use CherryTree, USPIS is also highlighting the surge we’re now seeing in
https://www.giuspen.com/cherrytree/, which stores both personal protective equipment (PPE) fraud, warning:
formatted text and images and is available for Windows “Scammers are creating fake shops, websites, social
and Linux. I keep some only a short while, for example, media accounts, and email addresses claiming to sell
while I gather information for an article, but some I retain medical supplies currently in high demand, such as surgiand modify for years, for example, those on photography cal masks and disinfectant wipes.
and PC operation. Each major topic is a separate file, and
each is organized like a directory tree. Unfortunately, it “When consumers attempt to purchase supplies through
has no cell-phone equivalent, but I can export the notes these channels, the fraudsters pocket the money and
never provide the promised supplies.
“Only purchase personal protective equipment (PPE) or
other medical supplies from reputable websites and vendors. Research the vendor and website for complaints
before purchasing.”
Meanwhile, the US Federal Trade Commission (FTC)
has stepped up its battle against misleading and false
claims about products and treatments for dealing with
Coronavirus.
It has sent out letters to more than 20 firms it accuses of
making unsubstantiated claims about preventing or treating the illness. It’s the third batch of warnings issued to
firms in the past few weeks.
(Continued on page 12)
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(Continued from page 11) Coronavirus PPE Warning

You can see the list of the alleged culprits in this article: FTC Sends 21 Letters Warning Marketers to Stop
Making Unsupported Claims That Their Products and
Therapies Can Effectively Treat Coronavirus.
Remember, at this time, there’s no cure or vaccine for
Coronavirus. Promising treatments are being tested but
that’s all. To get reliable news on progress, visit the US
Centers for Disease Control (CDC).

Now, on to this week’s Snippets issue:

there’s a half million waiting for you, they say. If it was
a scam, the thinking goes, surely they would have
pitched the first prize.
As with all lottery scams, the aim is to get victims to
pay upfront for all manner of supposed processing and
tax changes. It’s still the same old trick.
Avoiding this is simple. Never pay upfront to receive
winnings. It’s always a scam.

Phone Trust Fund

Code Swappers Join Shoppers

Finally, a warning for Facebook users who are told they
are in line to receive cash from a trust fund.

We may be seeing fewer people in our grocery stores,
but the scammers are still active, meddling with codes
on gift cards.

It starts with an invitation to follow someone on the social media site. Sometimes it’s in the name of a wellknown media figure, whose reputation is trusted.

Stores have clamped down on their old tricks of exposing and reading card codes, which they then used once
a card has been bought.

The fake media celebrity than asks the victim if they’ve
heard of a trust fund that entitles them to receive a big,
no-strings financial gift.

So now the crooks have taken to stealing cards, removing the activation codes, then returning to the store and
placing the bar code on new cards, covering the genuine code.

The supposed donor is not a Nigerian prince this time
but an organization that’s supposedly devoted to giving
back to society — where from, we’re never told.

When the new card is charged with a specific value and
swiped at the checkout, the money goes onto the criminal’s card.

It’s a simple phishing trick. Anyone who falls for it is
asked to provide bank details so the money can be
paid direct. The money never arrives but the victim’s
bank account is drained.

“So, when you as a consumer go and load that card with
money, you’re actually loading their activated gift card,”
explains Brian Corrado, a police department spokesman
in Colorado, where the scam has recently surfaced.

Don’t be impressed by follow requests from supposed
famous people. Unless you’re famous yourself, the
blunt truth is that it’s more than likely a con trick.

“They’re managing those gift cards online or through an
application, like a mobile app, and they’ll get an alert
when that gift card has been activated and money has
been loaded onto it.”
The best defense against this scam is to carefully check
a card you’re planning to buy.
There’s usually a little slice in the back of the card, with
a peel-back strip. If it looks like it’s been peeled back a
little, or the card seems thicker in the barcode area, it’s
likely been tampered with.

Second Place Ruse
Crooks have also been trying to find a way around another previously successful scam — lottery fraud.
Many of us are aware of fake lottery-win messages, so
they’ve come up with a clever ruse — you didn’t win;
you got second place.
Now, to some, that might lower the defensive skepticism. You didn’t land the million-dollar first prize, but
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Privacy PS
It’s not a scam, but we’re passing on a warning to people who use dating sites about the likelihood that their
details may be sold to advertisers without their consent.
A Norwegian consumer organization says it has uncovered evidence about the way these sites, which are
well-known and widely used in the US, are passing on
confidential information.
There’s an English language summary of the report
here: New study: The advertising industry is systematically breaking the law, including a link to the original
report from security firm mnemonic. Makes for shocking reading about the vulnerability of your personal data.
Time to conclude for today — have a great week!
Copyright Audri and Jim Lanford. All rights reserved. Reprinted with
permission. Subscribe free to Internet ScamBusters at
http//www.scambusters.org
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Cable or Air? – What’s your
choice?
By Phil Sorrentino, Contributing Writer, The Computer Club
December 2019
www.scccomputerclub.org Philsorr@yahoo.com
Most TVs default to Cable, so if you get your TV programming via a cable company like Spectrum or Frontier, you
don’t have to answer this question. But if you want to get
“broadcast TV,” you will have to select “air” when given
the choice. (Your specific television may use the term
“broadcast” or over the air (OTA) instead of “air”.)
Way back in the 30’s/40’s when Television was being developed, the inventors had to establish the bandwidth for a
broadcast television channel. Based on the video and audio
information needed to be packed into the signal, the decision was made to allocate 6 MHz to a broadcast channel. So
every television broadcast channel signal was designed to
take up 6 MHz of bandwidth. Remember, that was in the
prehistoric days of Analog television signals. We are now in
the digital television age, as evidenced by the many nice
slim, large screen TVs around us. If you’ll remember, this
transition took place way back in 2009, June 12, 2009, to be
exact. That was the day our old Television sets could no
longer bring us entertainment and information unless we
acquired an analog to digital converter box.
The government even gave us the opportunity to purchase
two of these devices for $35 each, in advance of the transition, so we could make the transition and not miss a single
television show. (I only had one TV at the time, so I only
purchased one of these devices, and believe it or not, I still
have it. I used it for a while until I stepped into the digital
television age. Anybody still need a converter box?)
Now we have digital television, but we still have the 6 MHz
television channel bandwidth. The bandwidth of a signal is
related to the modulation scheme used to create the modulated signal. The modulated signal must fit within the bandwidth allocated, otherwise, the Federal Communications
Commission (FCC) will be very unhappy. (First, just a
quick technical explanation. Modulation is the process of
putting a signal (video or audio) on a carrier frequency signal. The carrier frequency signal (think WCTQ is on 96.3
MHz) is the frequency used to carry the signal from the
transmitting antenna to the receiving antenna. Then at the
receiving television set, the modulated signal is demodulated to recover the original signal. End of explanation.)
So when the transition to digital was being explored, in the
latter days of the last millennium and the early days of this
millennium, the broadcast industry and the cable TV industry had to decide what type of modulation scheme to use
with the new digital television signals. (By the way, here’s
a nearly useless piece of trivia, the analog television modulation scheme was called Vestigial Sideband modulation.)
When TV was invented there was only one industry, that
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was the broadcast industry, but now there two ways of getting television signals to customers, over the air, and over
the cable. Due to the differences in transmitting signals
over the air and transmitting signals over a cable, the two
industries decided on two different modulation schemes.
Here are two other pieces of trivia. The Over the air signal
is modulated using an Eight Level Vestigial Sideband
(8VSB) modulation technique and the cable signal is modulated using a Quadrature Amplitude Modulation (QAM)
technique.
The meaning of each of these is not germane to this discussion except for the fact that they are different. And it is
that fact that forces the television manufacturer to include
both types of de-modulators on the television. So, all digital televisions are capable of using either signal. Most, if
not all, are defaulted to use the cable signal, probably because nowadays most people receive their television from
a cable TV provider rather than over the air. So, if you are
a cord-cutter, you will have to go into the settings of your
TV and find the location where “Air” or “Cable” is chosen. Once you have made the “Air” choice, you will have
to let the TV scan for all of the channels in your area.
Once scanned, your TV will be set up for your local, over
the air, television channels. (A cord cutter is someone who
has decided to stop receiving their television entertainment
from their cable provider, which means they no longer get
cable channels. They receive over the air television channels using an antenna, and they stream entertainment from
such providers as Netflix, Amazon Prime, and Hulu, over
their internet connection. Streaming services require a subscription, and there are some streaming providers that include cable channels.)
Now we still have a 6 MHz broadcast channel but, because
we have digital modulation schemes which are more efficient than the older analog modulation schemes, the television stations can now fit more channels into the 6 MHz
bandwidth. That means that where we may have had one
analog channel, say channel 8, we now have multiple digital sub-channels, maybe 8.1, 8.2, and 8.3. In fact, WEDU,
the local educational channel has six sub-channels, 3.1,
3.2, 3.3, 3.4, 3.5, and 3.6, all transmitted within the basic 6
MHz bandwidth (isn’t digital wonderful). Typically the
base sub-channel, the .1 channel is a High Definition (HD)
channel, and the other sub-channels are Standard Definition (SD) channels. (High or Standard Definition refers to
the quality or resolution of the picture displayed on the
television screen. HD is referred to as 1080p or sometimes
720p, while SD is referred to as 480p. (The number is the
number of horizontal lines used to create the picture and
the “p” indicates a progressive scan, as opposed to an interlaced scan that was used for analog TV.) SD is about
the same quality as the old analog TV picture. HD channels will also typically provide 5.1 audio, but that’s entirely another story.)
So it turns out that the original decision to allocate 6 MHz
for a television channel seems to have been a pretty good
design decision. Or, at least the designers of the digital
television equipment have been very clever in using the
allocated bandwidth to their and our advantage.
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Current location of
LCCUG meetings
Lorain High School /
LCCC
2600 Ashland Ave.
Lorain 44052
The East side of the new Lorain High
School is the College annex as seen in
the photo.
You see parking area in the front there,
facing Ashland Avenue.
Note: This building is behind the
Frank Jacinto Elementary School.
Note: 26th St runs from the LCCC
Bldg on Ashland Avenue to the George
Daniel Fields football stadium on
Oberlin Avenue.

This is an example of the classroom in
which we will be meeting. Inside the
door to the building entrance is an elevator that takes us to the second floor
where this room is located.
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