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We’ve had quite a few presenters from APCUG
during the last year. In May we will have our
own Micky and Neil give us a program on their
favorite backup methods. If you haven'’t estab-
lished a backup routine, here is your chance to
again be inspired to DO IT!

| hope that those of you who use Facebook are
subscribed to our LCCUG news feed. Neil and
| post news and information that we think would
be of interest to our members.
https://www.facebook.com/groups/Iccug

Facebook is another way to keep current and
keep in touch. If you have any questions about
doing this, let me know. Please consider stay-
ing in touch with us that way.

Z0OOM meetings have been a great way for me
to keep learning and keep in touch. | have
shared how | have been attending online meet-
ings for all kinds of groups that | am connected
with. In April | have attended 10 ZOOM meet-
ings for 6 different groups. A couple of these
were twice in the same day. It feels like | am
really expanding my learning and awareness
without leaving the house!!

I’'m sure once we resume in-person meetings
we will maintain an option for the online meet-
ing. Then we can use these hybrid meetings
however they best suit us at any given time!!

Next month, June, we will have a presentation
by Ray Baxter, another APCUG Speaker. He
will review how listening to music has changed
during the last 65 years. Come and reminisce
with us about the music through our lives and
how we listened..... and invite a friend!

JOIN US
3
Sandra Ruth
LCCUG President
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Tuesday
May 11, 2021

BACKUP YOUR STUFF!

Presented By

Micky Knickman and Neil Higgins

Club members Micky Knickman and Neil Higgins will present their favorite methods for backing up their comput-
ers. Acronis True Image and EaseUS Todo Backup will be demonstrated as preferred choices to protect the computer
user's data in case of data failure.

Micky reports that he has been using Acronis True Image to back up his computers for decades. "I find that it works
well and I am willing to pay for it even though there are free alternatives available. However, I never pay full price for
Acronis; either I get it when I find it on sale or I buy it from the User Group Relations site where LCCUG members can
get a 50% discount: http://ugr7.com/products.html"

Neil will show why he likes EASEUS Todo Backup Free which is backup & disaster recovery software geared towards
the home user.

He will explain how it offers maximized data protection and ease of use, allowing users to perform self-service backup
operations like backing up the entire operating system, applications, and all data.

THIS WILL BE A ZOOM MEETING 2
Pl ease join us via ZOOM. A 1link IOQ% ZOOM me ¢
be provided in a reminder email to be sefnt a few
The Lorain County
is having its next meeting online:
Check our webpage for the next program. business equipm ent
http://loraincoogs.org/events.html ) )
oG 365-2288 - Elyria 1-800-238-8973 - USA
We are having our meetings virtually using bluejeans 591 Cleveland Street Elypia,
To join the meeting on a clpmpuyt~r~r mahi
https://bluejeans.com/5006724159?src=calendarLink +C R
Also a link will be sent to you before the meeting. ) U
North Ridgeville Library, 57 (= PC'
vill e, Ohi o. Meetings ar frox
time is at 6:30 PM andCa pn*
celed Until furt-h®r notiffce LCD M
Jean Copeland:j ecopel and1975
P J P @g Shop vaww. ROYALBUSI NESES .saod$$$
Financing Available - 90 days same as cash
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January 12, 2021, Avast & PC Security
February 9, 2021 Password Managers by John Kennedy from APCUG
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May 11, 2021 Back Up Your Stuff - by Micky Knickman and Neil Higgins
June 15, 2021 How Technology Has Changed How We Listen to Music - by Ray Baxter APCUG
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Me et et ng [Mi

APRI L 6, 2021 APRI L 13, 2021
The board Zoom video mpeé'snaeﬁtorsd\/lradecén RWAtSh actar|
tended'by Sandee Ruth,ingpnt abtderMi CKY MKEDNI 6K- t
man, Richard Barnett, PRawg whi hied taméi NBITIEIR FUALSE u @
Sandee mentioned the p@'?} %am; gb>§l5H|geeeq<oquqq
be on remote support b h qﬁ me n -
tioned the felt the ARQUGr @roobamam® wdriatagrs
might be a good progranmffteelr oDeama@besy. Judy T
Member renewals are con';'iBnagckurPS pdbayt tJ‘ cPooaer i
renewal date. John Kennedy of APCUG gav
Sandee said she wild.l p r 2l a Ee EE 5§U&Xgh
sion on Cutting the Coagrfd [gthy Iﬁ\r‘i w 4 Ig
uses. There was no attendance r
Nei | moved, Pam seconded meeting be adjourned.

Interesting Internet Finds

a2, | < DGEG

Steve Costello
scostello@sefcug.com

In the course of going through the more than e .
300 RSS feeds, | often run across things that | Member of Association of Personal

think might be of interest to other user group Computer Users Groups
members. The following are some items |
found interesting during the month of Decem-

ber 2020. amazon

What | s Archive In Gmail And How To  Archive
And Unarchive Emails You shop. Amazon gives.
https://www.guidingtech.com/what-is-archive- {IThji nki ng of shopping Wwith
in-gmail-how-to-archive-unarchive-emails/ now go ledupcomovuerbsi te and ju
the amazonsmile |ink and
Do you know what archiving in Gmail is? If so,
do you know why and how to use it? The an-{{Ou r club gets rewar deld f
swers to these questions are in this post. from our website. So h e
is for our cl b SO START
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’ . ALL ARE FREEAND OPENTO THE PUBLIC
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Neil Higgins Probl em Sol vi|jng
4 4-9 8-8 5 0 Figgins.neil@gmail.com
Evenbnpd4d®. p. MMeekends
Har dwar e, Linux & Windowg | Dptlhuaetsidnddya Sys&,e msQ 21
Chromebooks, Tweaking yolnTtsmetgs pm ctor : Mi clky Ki
Micky Knickman Ne iHj s, Richard |Barn
4 @0 6-F1EB cky@kni ckman. co Pl ace: ain County Communi f
Dai6l:y0o0O am to 4:00 pm. Llelave m@ @ AdhinN®n @& nAWeHud, L o
Gener al Software Configufation, dware I nstallati|on,
Basic to Advanced Window§|Learn how to repair or ujpdate
Richard Barnett changing hard drives, memory,
4486%44RI chard216@aol .co Members are encouraged to bring their computers an-
Evenings & Weekends _ ytime before 7:30 pm for assistance from Mic|<y Neil &
General Software ConfiguiffdgdHe®n, Hardware I nsta l'atilon,
BasiAkdwaonced Wi ndows & Wellbl_ Page Design
Sandee Ruth
44982692andee29@ymail . co .
Basic Word Processing, Wil Learning About E |
Advanced I nternet
Pam Casper Rihel
44D7-6§076 DatTeuesdMgy 18 2021
6: 00 p.m. to 9:00 pm MondaVi mbr 38 Thmnr tor : Sandee R
Geneal ogy help Pl ace: L h@an#d6@®0enue Lor
prihel 1947@gmail.com ' @ uep
Denny Smith Lear Ow use you el ectroni
ﬁﬂf—:ﬂ)?—ﬁthﬂ;etnnElst.EsLml th@wi ndstinghApsls &ré sNtouraged to bring their tablets, iPod,
Legng(r)nessa e on machine igindles, etc, at 5:30 pm for assistance from Sandee
9 nd %9 oth"’émkﬁo%%c{geable members. The public is
I f any of our members ar wetcomee toesitin og these classése | pi ng ot her u
with what programs you ajle adept at, pl ease contafgt an
our officers with you nanme, what program OofF programs Yol
would be willing to give Lot et cao il dedeoagg an
phone number and when vyo Learni H@fﬂ)(ﬂl$ Oncall
Demonstratijon
lgle(\)’vs::etger Editor: Pam Ri hel usi ng ||/| blatu_guuefstdhrauyb i1i8;,h 02 1
This Month tribut Mi CKmi " q RTitme:-85:|o3nﬁ) I nstructor Nei
1S onth’s contributors: I C yI C Srmeam r a .
Pam Rihel, Don Hall, Dennilg Iyér%jicteh, I‘I@eCiCI I—@ g&iGrpso, Al\ﬁihéhaapedl :
John Neill, Scambusters, AROWG, olue &k nNovt & rhkeo csmp,e cStfe weat i on:
Costell o, Dorothy Fitch, Qdqvied! Krye ticnhsn Gweoigll le dena@est r
Microsoft Office art onling,programs from a USB S
Newsl etter is now|acomputer torage, CPU, vid
Online at: mati on cluding your Oper at
lccug.com/newsletters 0 lccug.com This help determine '.f y
progr a , and wil|l hel p find
card upgrade you need
Woohoo! Please bring a flash drive to obtain software and
° handouts. If you would like to participate and get cop-
Your renewal dues have been reduced from ies of the material for this presentation, please let Neil
$25.00 to $15.00. When everything else is raising | | know by sending an email to Education@Iccug.com.
their prices our Computer Club is lowering their
dues.
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Askleo!”
"Leo Notenboom
Can Browser Extensions See My
Bank Account?

Browser extensions are often installed with
little thought to the immense security risk
they present.

Extensions Personalize your beomser with extensions

o

e asgarerce 43 e you

1 G tomwon
Installed extensions

[ R ——

I read an

somewhat al armed that
sions may pose a
Adbl oc k, HTTPS
Captur e, GeWIlull | Page
tur e, Last Pass, and

The article in question is titled “Did You Know
Browser Extensions Are Looking at Your Bank
Account?”

In some ways, the article feels a little sensation-
al. In other ways, it doesn’t go far enough. Re-
gardless, this is a very important concept to un-
derstand.

Can extensions be
Extensions add a wide variety of functionality to
web browsers. In order for them to be able to do
what we want them to, they need access to al-
most everything, often including the complete
contents of the webpages we view. Extensions
from trusted and reputable sources limit their
activities to what they promise, even though
they could do much, much more. Extensions
from elsewhere? There’s no real way to know.

Browser extensions
Browser extensions, also called add-ons or

on repositories like Microsoft’'s store for
Edge, Chrome’s store, or Firefox’s.

Often browser extensions make the rounds by
nothing more than word-of-mouth advertising
as people use them to resolve issues or add
functionality.

Do they?

The real question is, do they? Do browser ex-
tensions look at your bank account? Even that
isn’t a simple question to answer.

An extension that, for example, scans
webpages you visit to provide some kind of
functionality could very well be scanning your
bank account pages as you visit your bank.
Do they k n oitg a bank? Do they c a rit's a
bank?

Not if they're legit. But if scanning pages is

a kTtoi cGee ko na nHgsWied toydg, the job the extensiqn provides,
HPN Yeset)pY a4dpeioking atdd.x ¢ e n -
S e c ur Whether lori ndtkhey db sofméthing malidiousy

Ev er ywh gHilethey'reGrthief® Bridgs us todhe Most im-

S C poRaftfake-@whP of all.
Adobe

,Acrobat .
Only install extensions you trust

Given the access extensions can have to see
the content of every webpage you visit, you're
placing a tremendous amount of trust in them.
A browser extension could, for example,
promise to do one thing — or even actually do
it — but it could also be slurping up all your
data and saving it for-
some _hacker somewhere.
a7

truste

It's critical, then, that you trust whoever is
providing the extensions you use.

Whenever you consider adding yet another
extension (and I'll admit, they do seem to ac-
cumulate), think long and hard about whether
the promised functionality is worth the security
risk. Take the time to determine who'’s provid-
ing it and how much of your trust they de-
serve.

When in doubt, live without the extension.
byeo A. Not enboom

plugins, provide functionality the browser’s fea-
tures do not include. Examples include ad
blockers, password managers, web clippers,
security software, and more.

This whosrkk bsyol i censed under
Creative CommioasCAmMmMmEo Brdliovat i ves
I nternati.onaAddLitcieonnsael informat.i
https:// askdcemméam/emrseedt i ve

Most commonly, they’re found in specific add-
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Windows 10 Tips and Tricks | 7 ShiRisiich i

By Dor otkdyi tFort,c hGVR Computer Club ————
October 2020 issue, Green Bytes
https:// www. dngvazh@cogk. net
Here are some tips and !tfr iYcOkUs CthgOr0 Sy€s itphge Wi nodno’wsy
Try them out! search box You can fil
Apps, Documents, We b, FoI
1 How to pin items to ‘é‘{t‘hge; TYa0sUk bWarN to rt 05 tSa€ratT Cphle nb
It can be handy to have your mo reque tIy us ¢
apps j usctl iac kmoawmsasy . YouBecanN?© 51 H wan t o
to open or switch to t hteOnf- onoth 'ﬂ{ﬁg'kSBQ {I’gﬁhgt{(ba
along the bottom of yourhBepebtadkigyopy WH@”SVQP
menu, which is what youl aSeKe VyjnreeWh bylgtt ocny.j cal It poef
Wi ndows button at the |8 fSt ae|0d|ogee"’”of0nt hyeoU'I”fahsskcb'raeren
SW|tch any
To put a program in one hese_places, click 1
Start button tﬂécerqnlrlogdcauﬂ;\ m?fflnsd'de of 'your Tas
want to add-olniotlhethe rtla 'd?\sl’cgfh"\’c'tth'e the Start butt
program and you will sele® Nt hetshe® Nchiohiec elfsa:sk View b
availabl e, artousnde aWii nedro w so
<3 Pin to Start - :
= @ L 5
B Uniosa CO Run as administrator 3. Windows 10 Major Updat

correct

D] Open file location

You caRimclti@mmkSthaetl eft $PHWE gn%aWSi%Ot%Omputef
the Start men®.i nOit oy da w PR dj cax N e ws evpetresmboenr., Inmy
place it at the bott omVogfLEy'toogreo\AV‘% ire;{gg&n;ﬁgglléerhdg%?:fvvf
ou' || have an eas wa tY0 et PV r
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Google Photos Changes

By Ni
httop:

Fearn

chol as
/| /' techradar. co
“Since Launching in 2015, Google Photos has
solidified its place as the most popular cloud
storage solution for photos and videos. More
than a billion people have flocked to the ser-
vice because of its ease of use, great features,
and exceptional value-but what if you’re look-

ing for the best Google Photos alternative?

Great Photos is soon set to undergo a major
change: its free, unlimited storage tier for “high
-quality”; photos and videos ends for good on
June 1, 2021.

Starting in the summer of 2021, Google Pho-
tos will only provide 15GB of free cloud stor-
age for your photos and videos. When you
max this out, you'll need to pay for more stor-
age—and that won’t be good news for anyone
who uses Google Photos purely because it's
currently completely free.

However, there are plenty of Google Photos
alternative out there should you like to try
something else and save that 15GB limit pretty
easily.

Best Google Photos alternatives in 2021

http://www.techradar.com/how-to/best-google-
photos-alternativevs-in-2021

The Geeks on Tour offer a video on how to
continue using Google Photos and make the
most of the changes http://www.youtube.com/
watch?v=akQlwcQ- 6s
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LCCUG' S NEXT VI
GENERAL MEETI N
WI LL BE HELD
May 11, 2021

This is our eighth virtual meeting. We are hop-
ing for more members to join in on these pro-
grams.

These meeting are fun and interesting and
you also get to visit with other members that
you have not seen in months, due to the Coro-
navirus - Covid 19 Pandemic.

It is not hard to join in on these meetings, as
Sandee sends out the web address and all
you have to do is click on it and when is opens
up, find the icon that says JOIN, its as easy as
that. Then Sandee will sign you in;

So please join in the fun on

Tuesday May 11, 20
Back Up Your
Presented by

Mi cky Knickman & N

If you are in need of some help, well just call
one of the board members and you will be
helped.

If there is a program you would like to learn
about just let the officers know and we can fix
you right up.

You don’t know what your missing by not tun-
ing in to these great programs. Besides learn-
ing something new you get to visit with all your
friends.

Hope to see some new faces at our next
meeting and some old faces too. You know
we miss you all. Be there or be square...

R
€
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Blocking Unwanted
Email

By David Kretchmar, Computer Technician
Sun City Summerlin Computer Club
https://www.scscc.club  dkretch@gmail.com

Sooner or later this happens to all of us. You
continuously receive unwanted emails, (spam)
from an individual or organization. Legitimate
organizations usually have an Unsubscribe
button within their message, which enables
you to be dropped from their email list. If you
attempt to unsubscribe from a less-than-
legitimate mailer you are just confirming that
your email address is good and even more
spam will come your way.

Some individuals will not respect your request
tp stgpisending 4ugually forwarding) you use-

st 4 fleps or offensive messages; more charitably

they might lack the knowledge to be able to

b emoveyyolyfipm thejr mail distribution list.

Happy Mothers Day
to ALL the MOTHERS

Unwanted
o emails can be

- more than just
W bothersome  or

offensive. Some

contain  viruses
- R m that can render
— your system

useless and de-
stroy your data. Some people have had to
abandon email addresses when they received
many dozens of unwanted emails every day.

Fortunately, all email programs have a feature
that will allow you to block all emails from spe-
cific email addresses.

I’'m going to describe the email blocking proce-
dures for three popular web-based email pro-
grams: Yahoo Mail, Outlook, and Gmail. If you
are using another email provider, the de-
scribed procedures can be used to at least
point you in the right direction.

(Continueldt on
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(Continued from page 13) Blocking Unwanted E-mails

yahoo/mail

Yahoo Mai l

Yahoo Mail can block all mail from up to 500
email addresses. All mail from these senders
will be automatically deleted before you see it.
To have Yahoo! Mail automatically delete all
mail from a particular address:

Each of these programs allows you to use a list
of blocked senders for individual senders whose
messages you don't want to receive but can't
easily stop.

1 Left mouse click (hereafter I'll just say
click if it's left) or just put your cursor on the
settings gear in the upper right corner of the
Yahoo Mail page.

1 Click on “Mail Options” from the pull-down
menu that has appeared.

1 Click “Blocked Addresses” category under
Advanced Options.

1 Enter the unwanted email address under
“Add an address:”.

9 Click on “+”.

Your updated list of blocked senders will be
saved automatically.

= RETAUGSELE

Outl ook
1 Click on the gear that appears in the up-
per right
corner of the Outlook mail window.
1 Click on “More mail setting”.
9 Click on “Safe and blocked Senders”.
9 Click on “Blocked senders”.
9 Enter the unwanted email address in the
“Blocked email address or domain” rectan-
gle.

9 Click on “Add to list>>"

Your updated list of blocked senders will be
saved automatically.

= M| Gmail

Gmai |
1 Click on the Settings gear that appears
on the upper right corner of the Gmail win-
dow.
1 Click on “Filters” near the top middle of
the page.
9 Click on “Create a new filter” at the bot-
tom of the page.
9 Enter the unwanted email address in the
“From” rectangle.
9 Click on “Create filter with this
search>>",
9 Click on “Delete it".
9 Click on “Create Filter”.

Conclusions and Re
Never reply to or unsubscribe from spam; it
just alerts the sender that it has a good email
address. When you get a spam message,
click on your program’s “Spam” or “Send to
Spam” or “Report as spam” to get rid of it and
help your email provider learn to block mes-
sages from that server.

Even though email providers have active pro-
grams to help stop spam, it still comes. What
winds up in your inbox is just a small fraction
of the trash that is sent your way. Spammers
are constantly changing techniques to defeat
any filters.

You can work around the problem by creating
and maintaining a “junk” or “throw down” email
address that you know will be mostly spam.
When | have to give out an email address to a
website that | feel might be questionable, |
provide the junk address and avoid possible
spam in my “good” inboxes.
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‘Tis the Season for
Fraudulent Email

By David Kretchmar, Computer Technician
Sun City Summerlin Computer Club
https://www.scscc.club
dkretch@gmail.com

You have probably already received emails
that appear to come from a bank or other
online service requesting that you verify ac-
count credentials. You might have been asked
to provide personal information including ac-
count and credit card numbers and passwords.
This is a standard phishing technique; oddly,
the sender is asking for information they should
already have.
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Unfortunately, during the COVID-19 pandemic,
we’'ve seen once again that phishing lures are
mutating and they’re often hard to recognize.

Phishing is a form of social engineering email
attack in which the sender tries to gain access
to login credentials, to get confidential infor-
mation, or to deliver a virus. This is accom-
plished by tricking humans like you and me.

Scammers know there’s a good chance that
any message will be scanned for malicious
content by the security software of your brows-
er and mail provider. Google, Edge, and most
other browsers are pretty decent about stop-
ping known spam, but plenty still gets through.
Scammers are constantly changing tech-
niques.

_—
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Since the coronavirus pandemic started to un-
fold, fraudsters have wasted no time in trying to
profit from the uncertainty and fear connected
to the crisis. In March 2020, when this all start-
ed, there was a flood of COVID-19 themed
spam, spreading malware, phishing for sensi-
tive information, or offering bogus products.

According to Google, scammers were sending
18 million phishing emails about COVID-19 to
Gmail users every day in March, which Google
blocked. In April Google was blocking more
than 100 million phishing emails a day. And
these are just the phishing emails the tech gi-
ant blocked. Yet some still appear in your In-
box, and If you can’t spot a phishing email, you
could be the next victim.

It is no surprise that the coronavirus pandemic
has become a top subject for attackers. The
appearance of any crisis brings new circum-
stances that provide a new environment for cy-
bererifin@isl to iovate. At the same time,
bhishing yttarks have also benefited from the

pprabeg of new yerpotg workers.
So how do y ou recogni z
email s?

Look at the sender email address.

The sender’s email address is the first place to
look. If it looks “funny” or unfamiliar be careful
with that message. You can check the email
address by hovering your mouse over the
‘from’ address but don’t click. Scammers’ email
addresses used to be anonymous or had very
generic names with many numbers. Some-
times the sender's email address wouldn’t
match the sender’'s name or the body of the

message.
1L_:§

<

(Continueldp on

‘ Volume 32 Issue 5 Page 15 ‘

F


https://www.scscc.club
file:///C:/Users/prihe/Desktop/LCCUG%20NL%202021/May%20NL%202021/dkretch@gmail.com

(Continuedidf rom page

Would-be cybercriminals using social engi-

Be suspicious of att ac meethg métHodssareovery oppoftumistic. | For

iar |l inks.

Cyber criminals’ emails might contain mal-
ware or send you to a malicious web destina-
tion. If you are at all suspicious, don’t click.
Legitimate service providers don’t send mes-
sages requesting you to log in via an embed-
ded link. Also, pay special attention to at-
tached files — once they are opened, these
attachments can install malware to give some-
one else control over your computer. They
can then initiate attacks on other computers,
including by sending spam (often infected) to
every contact in your address book.

Watch for poor Englis
Poor grammar or words used in an unusual
way are possible indications of phishing. Al-
ways be suspicious; looking for unusual lan-
guage and vocabulary, or misspelled words
can help prevent you from becoming the next
victim. Poor spelling and other grammar mis-
takes are common with phishing emails that
have been translated from other languages.
This kind of clue is less common today be-
cause the quality of social engineering has
improved, so you are likely to receive a more
professional presentation. Another thing that
can signal an attempted attack is generic
greetings such as "Dear recipient" or " Dear
friend".

There’s sometimes a purpose behind mis-
spellings and poor syntax. Cybercriminals
most successfully prey on uneducated com-
puter users, knowing them to be less ob-
servant and therefore easier targets.

l s it too good to be
Social engineering focuses on two human
weaknesses, fear and greed. Does the email
promise you a windfall of cash? Does it sug-
gest you inherited a fortune or will be paid a
fortune to help someone move money out of
their country? Here’s an idea: Google for the
same message, or a key phrase from that
message. (highlight, right-click, search
Google). You'll often see that many other peo-
ple have received the same or similar fraudu-
lent message.

example, this time of the year the names of
shopping websites such as Amazon and May-
fair are used in sending out millions of emails
claiming issues with your account or recent or-
der and asking for personal information. They
know consumers are most likely to have made
purchases this time of the year.

The scammer wants
to panic you into doing
something. Dont be | Congratulations,

threatened by an You Have Won
email. Does the mes- A Million

sage urgently ask for
h help or otherwise ap-

peal to your emo-

tions? These are V

common techniques.

Do not respond to an email threatening to sus-

pend your account if you do not answer in a
short time.

. - -

Dollars.

Homogl yph attacks
Homoglyph attacks rely on replacing charac-
ters in addresses with ones that look similar, or
are the same, but belong to different alpha-
bets. These attacks are extremely dangerous
for users because there is a very limited
chance of detecting the trick. Like the attack on
PayPal users in which the address contained
the “correct letters” taken from our Latin alpha-
bet — with two exceptions. The attackers re-
placed both instances of the letter P with a “P”
look-alike letter, but from a different alphabet.
This “P” look-alike letter was taken from the
Russian alphabet, where it is equivalent to the
letter R. With this kind of attack, you are de-

t rpeneentoon thé sthet dluesf dis¢ugsddtire thid
article to protect yourself.

lccué

NEW!!! $5.00 given away to members joining our
meeting. If your name is called you will receive
the full amount, no matter how many names we
pull before someone is at the meeting.
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